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DDoS attacks are frequent

• Source: Arbor Networks

• Disclaimer: Arbor sells network security solutions :-)

Overview

Arbor Networks, Inc., in cooperation with the Internet security operations community, has completed the fifth edition of an
ongoing series of annual operational security surveys. This survey, covering roughly a 12-month period from 3Q 2008 through
3Q 2009, is designed to provide industry-wide data to network operators. This data can enable more informed decisions about
the use of network security technology to protect mission-critical Internet and other IP-based infrastructures. The survey is also
intended to serve as a general resource for the Internet operations and engineering community, recording information on trends
and employment of various infrastructure security techniques.

Operational network security issues—the day-to-day aspects of security in commercial networks—are the primary focus of survey
respondents. As such, the results provided in this survey more accurately represent real-world concerns than theoretical and
emerging attack vectors addressed and speculated about elsewhere.

Key Findings

DDoS Bandwidth Growth Slows: Over the last six years, service providers reported a near doubling in peak distributed denial
of service (DDoS) attack rates year-to-year. Figure 1 illustrates that peak attack rates grew from 400 Mbps in 2002 to 40 Gbps
in 2008. This year, providers reported a peak rate of only 49 Gbps (a more modest 22 percent growth over the previous year).
As we discuss later in the survey, the slowing in DDoS flood growth likely reflects attacks reaching underlying Internet physical
constraints and a migration to other more effective denial of service attack vectors.

Attacks Shift to the Cloud: Again this year, more than half of the surveyed providers reported growth in service-level attacks
at gigabit or less bandwidth levels. Such attacks are specifically designed to exploit service weaknesses, like vulnerable and
expensive back-end queries and computational resource limitations. Several ISPs reported prolonged (multi-hour) outages of
prominent Internet services during the last year due to application-level attacks. These service-level attack targets included
distributed domain name system (DNS) infrastructure, load balancers and large-scale SQL server back-end infrastructure.
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Largest DDoS Attack – 49 Gigabits Per Second
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Figure 1: Largest D D oS Attack – 4 9 G igabits Per S econd

Source: Arbor Networks, Inc.20,280 anomalies exceeded 1 Gbps 
in statistics reported to Arbor: one 

every ~26 minutes!

[Based on survey of 
network operators]



Types of attacks
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Attack Vectors

Respondents were asked what attack vector was employed for the largest attack they observed over the past 12 months, with
responses as provided in Figure 6.

Flood-based attacks remain the most predominant attack vectors reported in the survey, accounting for nearly half of the vectors
employed in the largest observed and reported attacks. Many of the respondents mentioned again this year that they are seeing
an increase in application-based attacks aimed expressly at triggering back-end transaction activity and resource state:

- The respondents note that the application-level attacks, while not the largest in traffic volume, are some of the most
sophisticated and operationally significant attacks they have observed year-over.

- When asked if they have observed any trends in attacks moving from brute-force to more complex attacks over the
past year, 58 percent of the respondents indicated they have observed such trends. Brute-force attacks against DNS,
Secure Shell (SSH) and Hypertext Transfer Protocol (HTTP) are the most common attack types cited in this category.
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Largest Observed Attack Vectors
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Figure 6: Largest Observed Attack Vectors

Source: Arbor Networks, Inc.
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Most Significant Operational Threats

Respondents were asked to rank which threats they believe would pose the largest operational problems over the next 12 months
(Figure 4). Displacing bots and botnet-enabled activities from last year, services, host or link DDoS threats took the top spot at
nearly 35 percent, followed by botnets and bot-enabled activities at 21 percent. Additional concerns, in descending order, included
credentials theft, DNS cache poisoning, route hijacking, system or infrastructure compromise, and worms.

Network-based worms have declined significantly as a perceived threat over the last several years. This is to be expected given
a concerted and effective effort by operating system vendors to decrease “wormable vulnerabilities,” and in part reflects the
continued shift to client-side infections and Web 2.0 worms affecting popular sites and services, such as Twitter and Facebook.
Coincidentally, the 20th anniversary of the Morris Worm in November 2008 coincided with an out-of-cycle patch from Microsoft
to address a “wormable vulnerability” described in Microsoft Security Bulletin MS08-067, a vulnerability for which exploits were
seen nearly immediately in the wild. It cannot be understated that MS08-067 in late 2008 was considered an anomaly.

DNS cache poisoning dropped observably in the rankings as a primary concern, perhaps in large part because of little observed
exploit activity in the wild, and certainly because the previous year’s survey feedback period squarely overlapped with the
disclosure of new cache poisoning techniques. The increase in relative prioritization of system/infrastructure compromise and
credentials theft reflects the growing awareness of and emphasis on security vulnerabilities in infrastructure components in
general and within the security research community in particular. The increasing numbers of vulnerabilities and fixes announced
by major infrastructure vendors is the single largest factor in raising public consciousness of this threat category.

As previously indicated, respondents were also provided with a free-form text entry field under this line of questions, as well
as many others, in order to provide some additional color and input regarding their chief concerns. The introduction of Domain
Name System Security Extensions (DNSSEC), IPv6 deployment, and routing system threats and extensions (e.g., 32-byte AS
numbers) were resounding themes.
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Largest Anticipated Threat — Next 12 Months
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Figure 4: Largest Anticipated Threat – Next 12 Months

Source: Arbor Networks, Inc.

[Based on survey of 
network operators]


