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Fairness in networks

• Flow rate equality!

• Easily circumvented

• Doesn’t even optimize for 
any metric of interest

Fig. 1:   Poppycock.

hotornot.com

911
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Fairness in real life

• Plentiful resources: use as 
much as you want

• e.g. air, advisor’s grant 
money

• Scarce resources: pay for 
what you want

• price set by market

• result (under assumptions): 
socially optimal allocation

Fig. 2.  Invisible hand
of the market.
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Four main points

• Flow rate fairness is not useful

• Cost fairness is useful

• Flow rate fairness is hard to enforce

• Cost fairness is feasible to enforce
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FRF is not meaningful or useful

• It doesn’t measure benefits

• e.g., SMS message vs. a 
packet of a video stream

• It doesn’t measure costs

• e.g., “parking lot” network: 
long flow causes significant 
congestion but is given equal 
rate by fair queueing

• Therefore, doesn’t equalize cost 
or benefit
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FRF is not meaningful or useful

• Myopic: no notion of fairness 
across time

• Example: “TCP-fair” flows

• Defined to get same aggregate 
rate as TCP across time

• But can be smoother

• So they use less bandwidth 
when resources are plentiful (t1) 
and more when resources are 
scarce (t2) –– hardly “fair”!
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    Figure 1: Schematic showing `TCP-fair' flows cause more congestion 
    than TCP. A TCP-fair flow is smoother than a TCP-compatible one but 
   with the same mean rate if measured over long enough time. Therefore 
     at times of high congestion (t_2) it uses more bandwidth than TCP 
           while at times of low congestion (t_1) it uses less. 
 
   In order to fairly allocate network resources, all TCP-compatible and 
   TCP-fair congestion control algorithms communicate with each other 
   through the congestion signals coming from network resources.  So 
   they actually all have the information necessary for cost-based 
   fairness.  But the goal of TCP-fairness was chosen to be equalisation 
   of flow-rate not of flow-rate x congestion.  If a flow needs a 
   sluggish response to congestion, TCP-fair rate control keeps it to 
   the same equilibrium rate that a TCP-compatible flow would achieve 
   across the same path.  This complex reverse engineering results in a 
   flow that causes more volume of congestion than TCP would in similar 
   circumstances.  In terms of rate, it _seems_ fair, but in terms of 
   cost it is not.  If a flow with a more sluggish rate response is to 
   cause an equal volume of congestion relative to a TCP flow on the 
   same path, on average it will have to go slower. 
 
   To explain, we need to remember that both congestion and flow rate 
   vary over time.  A more nimble congestion response like TCP's can 
   mirror changing congestion fairly faithfully.  It reduces its rate 
   quickly during periods of higher congestion and increase again more 
   quickly whenever congestion falls.  In Figure 1 the resulting 
   schematic plots of congestion and flow rate are shown as mirror 
   images of each other.  A more sluggish rate response is not as good 
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FRF is not meaningful or useful

• In summary, FRF does not 
optimize utility (except for 
strange definitions of utility)

• So, even cooperating entities 
should not want to use it!
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Cost fairness is useful

• Economic entities pay for the costs they incur

• Note this is “fair” (in a real-world sense), not “equal”––and that’s fine

• In other words, networks charge packets for the congestion they cause

• Networks can easily lie about congestion!

• So it’s really a market price, not exactly congestion

• Result: senders want to maximize utility; since they are charged, they will seek 
to balance benefit with cost (utility = benefit - cost)
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Cost fairness is provably useful

• [Frank Kelly 1997]: Cost fairness maximizes aggregate utility

• i.e.: any different outcome results in suboptimal utility

• Why won’t anyone listen to Kelly?  Hello??!  ... where did everybody go?
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Cost fairness is useful: example [Briscoe ’09]
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Four main points

• Flow rate fairness is not useful

• Cost fairness is useful

• Flow rate fairness is hard to enforce

• Cost fairness is feasible to enforce
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FRF is hard to enforce

• Just run your flow longer

• Create more flows (sybil attack)

• More TCP flows between same 
source/destination (web browsers)

• Spoof source IP / MAC address

• Multiple flows to other destinations 
(BitTorrent)

ing starts. Such operators continually receive information
on how much real demand there is for capacity while col-
lecting revenue to repay their investments. Such congestion
marking controls demand without risk of actual congestion
deteriorating service.

Once a cost is assigned to congestion that equates to the
cost of alleviating it, users will only cause congestion if they
want extra capacity enough to be willing to pay its cost. Of
course, there will be no need to be too precise about that
rule. Perhaps some people might be allowed to get more
than they pay for and others less. Perhaps some people will
be prepared to pay for what others get, and so on.

But, in a system the size of the Internet, there has to
be be some handle to arbitrate how much cost some users
cause to others. Flow rate fairness comes nowhere near be-
ing up to the job. It just isn’t realistic to create a system
the size of the Internet and define fairness within the sys-
tem without reference to fairness outside the system—in the
real world where everyone grudgingly accepts that fairness
usually means “you get what you pay for”.

Note that we we use the phrase “you get what you pay
for” not just “you pay for what you get”. In Kelly’s original
formulation, users had to pay for the congestion they caused,
which was unlikely to be taken up commercially. But the
reason we are revitalising Kelly’s work is that recent ad-
vances (§4.3.2) should allow ISPs to keep their popular flat
fee pricing packages by aiming to ensure that users cannot
cause more congestion costs than their flat fee pays for.

The details of all this dirty commercial reality don’t have
to concern the research or the networking standards com-
munities. It is su!cient to design protocols so that conges-
tion costs can be integrated together at some higher layer
across di"erent flows and across time, so that senders can
be made accountable for the congestion they cause. Systems
and protocols intended for Internet deployment do not have
to always realise the sort of fairness over time that we find
around us in the real world, but they must be able to.

This subtle connection with the global economy at every
Internet attachment point ensures that there is no need for
some system to decide how far back the history of each in-
dividual’s costs should still be taken into account. Once the
cost that one entity causes to others (integrated over time
and over all its flows) has been su"ered by that entity it-
self, it can be forgotten. Just like the costs for all the other
benefits everyone assimilates in their daily lives.

� � � � � 	  � � � � � � �  	 � � 
 � � � � �
This section drives the final nail into the co!n of flow rate

fairness, exposing flaws that even those within the box have
to turn a blind eye to, in order to convince themselves that
the world within the box is perfectly consistent.

4.3.1 Cheating with Whitewashed or Split Flow IDs

In the real world of deployed networks, if it is easy to
cheat the fairness mechanism to get an unfair allocation,
it’s hardly a useful fairness mechanism. All known flow rate
fairness mechanisms are wide open to cheating.

For instance, if I am the customer of a system giving max-
min flow rate allocations, it is in my interest to split the
identities of my flows into lots of little flows until they are
all less than the minimum allocation. Then the system will
dance to my tune and reduce the allocations of everyone else
in order to increase all the allocations of my little flows. The

Figure 1: Splitting flow identifiers to cheat against
flow rate fairness.

more I split my tra!c down across more and more identi-
fiers, the larger share of the resource all my flows taken
together will get.

Further, if a history-based fairness mechanism (§4.1) be-
lieves it should allocate fewer resources to one flow identifier
that it considers has already been given enough, it is triv-
ially easy for the source behind that identifier to create a
new identifier with a whitewashed reputation for its tra!c.

And it’s no good imagining that a router will be able to tell
which flow IDs are actually all from the same entity (either
in the security sense or the economic sense), because routers
have to arbitrate between flows emanating from networks
many domains away. They cannot be expected to know
which sets of flow identifiers should be treated as a single
entity. Flows between a pair of IP addresses may even be
attributable to more than one entity, for instance, an IP
address may be shared by many hundreds of accounts on a
Web or e-mail hosting site or behind a NAT.

Bottleneck policers [10, 5, 29], su"er from the same inher-
ent problem. They look for a flow ID at a bottleneck that
is consuming much more bit rate than other flows in order
to police use of TCP. But anyone can cheat by simply run-
ning multiple TCP flows. If the policer looks for cheating
pairs of source-destination IP addresses, without regard to
port numbers, a pair of corresponding nodes can still cheat
by creating extra flows from spoofed source addresses after
telling each other out of band where to send acknowledge-
ments (or just using error correcting coding, not acks).

Alternatively, pairs of corresponding nodes can collude
to share parts of each other’s flows. For instance, if the
three pairs of nodes in Fig 1 are trying to communicate, the
senders can act as stepping stones for each other so that their
three (n) flows appear as nine (n2) across the bottleneck link
in the middle. In e"ect, they have created a routing overlay,
much like BitTorrent file-sharing software does. If one pair
of näıve nodes competes for this bottleneck against n pairs
of nodes adopting this strategy, it will get about n times
smaller share than each other pair, assuming n is large.

Given identifiers can generally be freely created in cy-
berspace, it is well-known that they shouldn’t be relied on
for resource allocation (or more generally for negative repu-
tation) [9, 13]. Kelly [20] chose cost-based fairness (his term
was ‘pricing per unit share’) because it was immune to this
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Cost fairness is feasible to enforce

• You send me a packet; I handle delivery 
and charge you for it

• How much do I charge? Depends on 
cost on entire remainder of path!

• The next hop I send it to is going to 
charge me, so I need to know how 
much, so I can cover my cost with your 
payment

• Not the only way of arranging payments, 
but it is convenient (payments between 
neighbors that already have an 
economic relationship

You (src.)

Me
$$ $$ $$

Dest.
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Implementation: Re-Feedback [SIGCOMM’05]

• Key property: every hop knows total congestion along downstream path

100 100 50 49

49

51 51 1 0

0

First
packet

Second 
packet

$

$
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Other issues

• What about other notions of fairness used simultaneously?

• That’s fine, but in the end someone pays

• User interface

• Price may be changing quickly

• Can be fixed by paying for a block of “congestion credits
 for a month (say)
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Conclusion

• “It just isn’t realistic to create a system the size of the Internet and define 
fairness within the system without reference to fairness outside the system.”

• Cost fairness optimizes aggregate utility and is feasible to enforce

• Flow rate fairness does not optimize utility and is not feasible to enforce

• Cease publication on the topic and stop teaching it in undergraduate 
courses
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Discussion

• In light of this paper, what use is (weighted) fair queueing?

• If you were redesigning the Internet, would you use this general approach?

• Security implications?

• Bots may now effectively have access to micropayments
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