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Announcements

• Reminder: email me your name/email/
background

• Slight change in office hours this week: 
10-11a.m. Fri (instead of 10:30-11:30) 

• Readings on web site (www.cs.illinois.edu/~pbg/
courses/cs598fa09/)

• Cerf & Kahn, Clark paper reviews due 
before lecture Tuesday
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Next Thursday’s readings

• Jon Postel. Internetwork protocol 
approaches. IEEE Transactions on 
Communications, April 1980.

• Saltzer, Reed and Clark, “End-to-End 
Arguments in System Design,” ACM Trans. 
on Computer Systems, November 1984.

• Two volunteers?
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Abbreviated intro to 
interdomain routing

and
some associated problems
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Internet Routing

AS 7018
AT&T

AS 36561
YouTube

AS 698
UIUC

eBGP

iBGP

AS
666

US Army
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Instability causes outages

BD X
ABD

CBD

C

• Link state changes
• Router failures
• Config. changes
• ...

• Loops
• Detection delay
• Black holes

!

A
Forwarding loop
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[F. Wang, Z. M. Mao, J. Wang, L. Gao, R. Bush SIGCOMM’06]

Instability causes outages

Internet

Destination
site

Source 
sites

X
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5 ! 3 = 2. The reordering offset provides insights into the buffer
size needed to restore proper order of received packets.

3.4 Identifying Routing Failures
We use a combination of active traceroute and ping measure-

ments to identify whether packet loss bursts are caused by routing

failures. Packet loss can be attributed to network congestion or

routing dynamics. It has been shown that routing dynamics can

lead to temporary route loss or forwarding loops [26, 1, 21]. We

call such routing dynamics routing failures. An ideal method to

identify whether a packet loss burst can be attributed to routing

failures, is to correlate the loss burst with routing changes, includ-

ing BGP and IGP routing information, from all routers involving in

the burst. Unfortunately, identifying the root cause of packet loss

requires obtaining such a large set of routing information frommul-

tiple ISPs and multiple routers, which is extremely difficult, if not

impossible. Instead, we use ICMP response messages, as measured

by traceroutes and pings to identify routing failures.

We derive loss bursts and correlate them with unreachable re-

sponses from traceroutes and pings. In particular, we correlate

loss bursts with ICMP messages using the time window [-1 sec,

1 sec] since hosts in PlanetLab are time synchronized via NTP.

When a router does not have a route entry for an incoming packet,

it will send an ICMP network unreachable error message back to

the source to indicate that the destination is unreachable if it is al-

lowed to do so. Based on the ICMP response message, we can

determine when and which router does not have a route entry to

the Beacon host. Loss bursts that have corresponding unreachable

ICMP messages are attributed to routing failures.

In addition, if a packet is trapped in forwarding loops, its TTL

value will increase until the value reaches the maximum value at

some router. The router will send a “TTL exceeded” message back

to the source. We can observe forwarding loops from the traceroute

data. In general, from traceroute and ping probes, we can determine

whether a router loses its route to the Beacon host and whether there

is a forwarding loop.

Since ICMP packets can be lost, disabled, or filtered by routers,

it is possible that there is no corresponding ICMPmessage for some

loss bursts even if those loss bursts might be caused by routing fail-

ures. As a result, we may underestimate the number of loss bursts

due to routing failures. Therefore, the number of loss bursts caused

by routing failures might be more than what can be identified by

our methodology.

4. FAILOVER EVENTS
In this section, we characterize data plane performance during

failover events. First, we observe that most packet loss bursts oc-

cur during failover events. Second, we present the extent to which

packet loss is caused by routing failures. Finally, we show that

routing failures can cause multiple loss bursts during one failover

event. In addition, we characterize the locations that routing fail-

ures occur.

4.1 Data Plane Performance
We measure the performance (in terms of loss, delay, and packet

reordering) based on UDP packet probes from 37 PlanetLab sites

to the BGP Beacon during the entire month of July 2005. There are

two kinds of failover events: (1) withdrawing the route advertised

to ISP1 (denoted as “failover-1”) and (2) withdrawing the route
advertised to ISP2 (denoted as “failover-2”). Each day, there are
four failover events: two for each type. Among the 37 probing

hosts, 14 hosts choose the path via ISP1 and 23 hosts choose the
path via ISP2, when routes to both ISPs are announced. The with-
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Figure 2: Number of loss bursts starting at each second.

drawal of the chosen route currently used by a host to reach the

BGP Beacon forces the host to switch to the alternate, less pre-

ferred route (we refer to it as a path change).

At each probing host, UDP probing starts at 10 minutes before

the injection of withdrawal messages and lasts for 20 minutes (i.e.,

till 10 minutes after the injection of withdrawal messages). To un-

derstand the packet loss around failover events, we measure the

number of loss bursts starting at each second. Here, we consider

consecutively lost packets as one loss burst. The time for the last re-

ceived packet before the loss burst is the start time of the loss burst.

Figure 2 shows the number of loss bursts over all probing hosts

and failover events for the entire duration of our study. The x-axis
represents the start time of a loss burst, where the start time is mea-

sured (in seconds) relative to the injection of withdrawal messages.

We observe that the majority of loss bursts occur right after time 0,

i.e., the time when a withdrawal message is advertised. The large

number of loss bursts occurred during the time period [100 sec,

200 sec] in Figure 2(a) is most likely due to congestion because

we observe no route changes in our traceroute measurements and

no corresponding ICMP messages. After the failover event, traffic,

including UDP probings, pings, and traceroutes, sent by probing

hosts can cause congestion at some routers within ISP2 or the link
between ISP2 and the Beacon. Note that there is no time synchro-
nization problem because both the time for a loss burst occurring

and the time for injecting a withdrawal message are measured by

the clock on the BGP Beacon.

To understand the extent to which failover events can cause packet

loss, we divide the time period that UDP packet probing is per-

formed into three intervals: (1) before path change: the interval

from the start time of UDP packet probing to the injection of with-

drawal messages, (2) during path change: the interval from the

injection of the withdrawal message to the time that path from the

probing host to the Beacon is stabilized, and (3) after path change:

the interval from the time the path from the probing host to the Bea-

con is stabilized till the end time of UDP packet probing. We use

traceroute to estimate path change duration for each failover event,

where we observe the IP-level path changing from the old stable

path to the new stable path. The path change duration is measured

by the time period between these two stable states. We measure

the following four performance metrics during each of the three in-

tervals of a failover event: (1) loss burst length (i.e., the number

of consecutively lost packets in the loss burst), (2) round-trip delay,

(3) number of reordered packets, and (4) offset of reordered packet.

Figure 3(a) shows distributions of loss burst length before, dur-

ing, and after a path change for failover-1 events. The x-axis is
shown in logscale. We find that the packet loss burst during path

changes can have as many as 480 consecutive packets. Compared

to the loss burst length during a path change, the packet loss burst

length before and after a path change are quite short. Figures 3(b)-

(d) show the cumulative distribution of the average round-trip de-
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Figure 3: Data plane performance during failover-1 events in which the route via ISP1 is withdrawn.
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Figure 4: Data plane performance during failover-2 events in which the route via ISP2 is withdrawn.

lays, number of reordered packets, and the average reordering off-

set. We find that failover events have significant impact on packet

round-trip delays. In the worst case, during path changes, packet

round-trip delays can be more than 500msec. We observe that the

number of reordered packets for most hosts during failover events

is small. Only one PlanetLab host experiences more than 400 re-

ordered packets after failover events, which is probably due to some

anomalies along the path. However, the offset of reordered packets

is larger during failover events than those before and after failover

events. This indicates that path changes usually increase the de-

gree of packet reordering and would require larger buffer sizes for

real-time applications.

Figure 4 shows the performance characterization using the same

metrics for failover-2 events (i.e., the route via ISP2 is withdrawn).
Most observations we made for Figure 3 also hold here. These

failover events have more impact on packet round-trip delays than

the failover events when the route via ISP1 is withdrawn. In the
worst case, the round-trip time could be 900 msec. More reordered

packets are observed. Nevertheless, these reordered packets have

smaller reordering offset on average. Because failover events have

the most impact on loss burst length, we will focus on identifying

the cause of the long packet loss bursts during path changes.

4.2 Root Causes of Loss Bursts

We correlate loss bursts with ICMP messages using the method

described in Section 3.4. During the failover-1 events, 50% of loss

bursts can be identified as caused by routing failures. During the

failover-2 events, 52% of loss bursts are identified as caused by

routing failures. To understand the extent to which routing failures

affect packet loss, we focus on two kinds of routing failures: (1)

loop-free routing failures and (2) forwarding loops.

Table 2 shows the number of failover events, the number of loss

bursts, and the amount of packet loss caused by routing failures.

We verify that 23% of the loss bursts, corresponding to 76% of lost

packets, are caused by routing failures, including both loop-free

routing failures and forwarding loops. We are unable to verify the

Table 2: Overall packet loss caused by routing failures during

failover events
Causes Failover Loss Lost

events bursts packets

Verified as routing failures 659 (56%) 846 (23%) 68343 (76%)

–Loop-free 451 (68%) 607 (71%) 37751 (55%)

–Forwarding loops 208 (32%) 239 (29%) 30592 (45%)

Unverified as routing failures 539 (44%) 2875 (77%) 21948 (24%)

remaining 77% of loss bursts, which correspond to only 24% of

packet loss. These loss bursts may be caused by either congestion

or routing failures for which traceroute or ping is not sufficient (due

to either insufficient probe frequency or lack of ICMP messages)

for the verification.

As we will see later, more than half of the routing failures oc-

cur within ISP1. On the contrary, only a small portion of the
routing failures occur within ISP2 upon withdrawal of the pre-
ferred route via ISP2. We continue to examine whether routing
failures do occur within ISP2, which are not visible from ICMP

messages. We use BGP updates collected from 12 routers within

ISP2 to examine if those monitored routers experience routing
failures. Among all the 724 failover events at those 12 backbone

router (2 ! 31 ! 12 = 724), we observe 584 withdrawal mes-
sages from those monitored routers. That means that over 80% of

all the failover events have routing failures. We also observe that

the occurrence of withdrawal messages is right after the occurrence

of failover events, and the withdrawal message is quickly replaced

by an announcement. This means that during the failover events,

routers within ISP2 indeed temporarily lose their routes to the
Beacon. However, most of these transient routing failures are not

visible as packet loss bursts in the data plane.

We measure the duration of a loss burst as the time interval be-

tween the latest received packet before the loss and the earliest one

after the loss. Figure 5(a) shows the duration of loss bursts that can

and cannot be verified as caused by routing failures. Again, we ob-

More outages Longer outages
[F. Wang, Z. M. Mao, J. Wang, L. Gao, R. Bush SIGCOMM’06]

...and higher latency, packet reordering,
router CPU load during instability.

Failure
injected

Instability causes outages

Outage length (sec)
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Instability affects VoIP
[Kushman, Kandula, Katabi ’07]

43% within 10 mins of BGP update

Toll quality

Cell phone
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Figure 4: Average MOS across all samples as a function
of the time between the sample and the closest BGP
update. The figure shows that near a BGP update, the
average MOS drops significantly. Both outages (MOS <

2) and bad quality samples (MOS < 3) occur around
BGP updates.

than the PSTN. Figure 3 shows that 97% of VoIP samples
have a quality similar to or better than cell phones—i.e., a
MOS higher than 3. On the flip side, VoIP availability is
relatively low. The same figure shows that about 0.5% of
samples have a MOS lower than 2, which implies an unin-
telligible utterance, and hence an outage. This means that
users experience on average 5-10 minutes a day of outage.
Though such a level of availability is acceptable for a free
casual-use service, it is at least one order of magnitude lower
than the availability of PSTN land-lines [36].

6.1.1 Correlation of Quality and BGP Updates
If drops in VoIP quality are highly correlated with BGP up-
dates, the experiment should reveal two things. First, the
data should show that, when a BGP update occurs, on av-
erage there is a significant drop in MOS. Additionally, the
data should also show the converse, that when there is a
significant drop in MOS, it is likely that a BGP update is
nearby.

(1) BGP Update ! Low MOS: Figure 4 shows that the av-
erage MOS near a BGP update drops from over 4.2 for sam-
ples far from a BGP update, to about 2 for samples near a
BGP update. Thus, for samples far from a BGP update, the
average MOS is toll quality, while near a BGP update the
average MOS drops to unintelligible.

(2) Low MOS ! Nearby BGP Update: While the results in
Figure 4 are somewhat expected, Figure 5 shows a surprising
result; almost 50% of the periods with outages (i.e., a MOS
< 2) occur within 10 minutes of a BGP update. One may
wonder whether BGP updates occur frequently enough on
our paths such that it is expected for any given sample to be
within 10 minutes of a BGP update independent of whether
the sample is good or bad. Figure 5 shows that such intuition
is wrong; less than 1% of our voice samples are within 10
minutes of a BGP update. Furthermore, the average inter-
arrival time between updates on the measured paths is about
18 hours. This emphasizes the striking result that while BGP
updates are widely spread, almost half the outage samples
are concentrated around them.
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Figure 5: CDF of the time from closest BGP update (in
minutes), taken over all outage samples. It shows that
almost 50% of outage samples are within 10 minutes of
a BGP update. In contrast, less than 1% of all samples
are within 10 minutes of a BGP update.

6.1.2 Explaining BGP’s Significant Quality E!ect
Since BGP updates only occur about once a day on each of
the paths that we studied, to those unfamiliar with BGP it
may seem surprising that such a significant portion of out-
ages can be correlated with BGP updates. This stems in
part from the ability of the VoIP client to conceal packet-
loss resulting from non-BGP sources, in particular conges-
tion, as discussed in §6.2. More importantly however, BGP’s
dynamics allow path change events to cause significant pe-
riods of packet-loss while BGP convergences, even when the
underlying network is completely connected [44].

Much prior work shows empirical evidence that BGP con-
vergence can cause loops, delays, and disconnectivity for
tens of minutes [29, 44, 16, 20]. This is because the path-
vector policy-driven nature of BGP hinders an autonomous
system (AS) from quickly eliminating alternate paths that
are no longer available. Instead, BGP convergence often goes
through an extended period of moving to and announcing
alternate paths that are later found to be not available.
To stop the ASes from quick announcements that are more
likely to be spurious, BGP uses a timer, call the MRAI (Min-
imum Route Advertise Interval), that forces ASes to wait
longer and collect more information before re-announcing a
path to a neighbor. While the MRAI timer does succeed in
suppressing spurious announcements, a large value for the
timer delays overall convergence. To make matters worse,
prior work [31] shows that choosing an optimal MRAI value
to converge as quickly as possible is tricky. In fact, the opti-
mal MRAI is network specific, and no single value of MRAI
would be optimal for all networks [19].

6.1.3 Non-BGP Reasons For Bad Quality
Given that approximately 50% of outage samples are corre-
lated with BGP updates, it is natural to ask what is causing
the other 50%. While it is di!cult to determine the cause of
these outages, it is likely the majority of them are caused by
network congestion. Also, some may be due to slow intra-
domain routing convergence or intra-domain network fail-
ures.

One interesting trend, however, is worth noting. Unin-
telligible samples (i.e., outages) contain many packets that
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Scaling
• One entry per 

destination prefix in 
forwarding table

• In control plane, multiply 
this by number of 
neighbors

• leads to use of route 
reflectors

• Need to process many 
(bursty) update messages

• How much of a problem 
will this be?

Internet forwarding table size
vs. time, 1994-2009

[Huston ’09]
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Small range of 
expressible policies

• You get to pick one path to each 
destination, from among one path offered 
from each neighbor

• No multipath

• Difficult to directly express complex policies 
(e.g., virtual peering)

• Rigid granularity of aggregation: IP prefix
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Lack of extensibility

• One service offered by IP: I will deliver your 
packet to the designated endhost 
(somehow).

• A fixed set of IP options are the only way to 
specify a different kind of service.
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And more...

• Visibility (where is this traffic coming from?  
What caused a certain problem? ... )

• Mobility

• Security (later in this course)
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Project suggestions
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First a quick overview 
of pathlet routing

upon which several of the project suggestions are based
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Pathlet Routing
P. Brighten Godfrey
pbg@illinois.edu

Igor Ganichev, Scott Shenker, and Ion Stoica
{igor,shenker,istoica}@cs.berkeley.edu

SIGCOMM 2009
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Pathlet routing

vnode virtual node

pathlet fragment of a path:
a sequence of vnodes

Source routing over pathlets.

virtual graph:
flexible way to define 

policy constraints

provides many path 
choices for senders
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Flexibility

• can emulate BGP, source 
routing, MIRO, LISP, 
NIRA

• local transit policies 
provide multipath and 
small forwarding tables

• coexistence of different 
styles of routing policy

19



Pathlets

7

2

3
... ...
3 push 7,2; fwd to B

delivered!

Forwarding table

7,2

2

A

B

C

D

... ...
2 fwd to D

... ...
7 fwd to C

3

Packet route field
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Dissemination

• Global gossip fine, except for scalability

• So, let routers choose not to disseminate 
some pathlets

• Leads to (ironic) use of path vector –– only 
for pathlet dissemination, not route 
selection

21



Local transit policies
Each ingress      egress pair

is either allowed or disallowed.

Subject to this, any path allowed!

Represented with few pathlets: small FIB
22



ingress from 
a provider

ingress from
a customer

“All valley-free” is local

“customers 
can route to 
anyone;
anyone can 
route to 
customers”

provider provider

customer customer

egress to
a customer

egress to
a provider

Forwarding table size: 3 + #neighbors

23



Emulating BGP

128.2.0.0/16

Make this real?

24



Mixed policies

local BGP-like local local local

25



Pathlet-related projects
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Lightweight pathlet 
dissemination

• Our path vector-based dissemination protocol requires 
O(DL) control plane state per pathlet, where D = degree 
and L = mean path length

• Is it possible to reduce this, maybe to O(1)?

• Challenges:

• Routers must not be required to disseminate all pathlets

• Tricky multiple-failure case:

a

c

eb

d

f

g
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Stability of pathlet routing

• BGP can be unstable due to policy conflicts

• Pathlet routing generalizes BGP, so this can 
clearly happen

• Can anything worse happen?  (e.g., maybe 
destinations become unreachable -- even 
worse than the control plane not 
converging.) Can you develop rules to limit 
the damage to being no worse than BGP?

28



Small FIB even with 
complex policy

• Traditional IP LPM forwarding requires one entry per prefix

• Idea: change packet format to be path, rather than address.  
Separates forwarding info from policy-checking info.

• Then, check policy on slow path or in more compact way 
(Bloom filter)?

• Challenge: if you have false positives or only check some 
traffic, how do you deal with malicious users?

29



Per-packet payment

• Pathlet routing lets you use multiple paths

• But why would a network offer multiple paths, beyond the 
“cheapest” to any destination?

• Several possible answers, but what about if we had a 
scheme to pay per packet based on the utilized route 
(rather than by total volume of packets)?

• Design such a system

• Note: this is pretty challenging! (Big security implications, 
for example)

30



Other routing projects
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Route control
following payment

• High level principle (similar to Yang et al’s NIRA): if I am 
paying for part of a packet’s path, I should get control over 
that part of the route

• Design a system which permits this

• E.g., given a spec of where payment is flowing.  This 
determines what portions of rotues different parties can 
control.
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Multipath with per-
destination policy

• Deflection Routing and Path Splicing provide multiple 
paths, but providers can control which next-hops for each 
destination

• But for scalability, not explicitly source routed: source can’t 
see path, and PS can encounter loops

• How can you get this policy control but with explicit 
source routing -- and make it scale?

• Challenge: representing all usable links can take O(n) state 
per destination in the worst case -- way too much!  Need a 
compact representation, and maybe a tradeoff with how 
many paths are available to use.
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Scalability of LISP
• LISP (Locator/Identifier Split 

Protocol) separates routes into a 
portion crossing the “core” and a 
final hop to the edge

• Currently working its way 
through IETF standardization

• Does this fundamentally improve 
scalability of routing?  e.g. in 
power law graph, are forwarding 
tables asymptotically smaller?  
How much smaller in a large set 
of measured graphs?
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Clean traffic engineering

• Current interdomain traffic engineering is 
clunky: prefix deaggregation, AS 
prepending, ...

• Design new architecture which does traffic 
engineering “cleanly”: fine-grained, automatic 
control over ingress/egress points of 
inbound and outbound traffic

35



Security-related projects
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Suffix and prefix
route control

• Given a packet’s route (vn, vn-1, ..., v0, x, w1, ..., wn)

• Pathlet routing roughly allows x to control a prefix of what 
comes after (w1, w2, ...) 

• For security, we may want to control a prefix of what comes 
before (e.g., v2, v1, v0). I.e., policy specified as whitelists/
blacklists of regexps of the form .*BxA.* where B is a 
portion of the path required to come before x, and A is a 
portion required to come after

• Simple to state --- but how do you use it?  Given a set of 
such whitelists / blacklists, how do you compute shortest 
policy-compliant paths?  Can you extend to general regexps?
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Checking forwarding 
behavior

• Given a network, directly inspect forwarding plane state, in 
order to answer reachability queries (is there a way to get 
from A to B? without going through C first?)

• Note this is about checking behavior, not about checking 
configuration files

• Challenges:

• state: many possible (input, output) pairs at each box

• may need to infer what function the forwarding plane is 
computing
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Random and Weird 
projects

39



No-setup TCP

• Every TCP connection involves a “3-way handshake”

• Incurs latency penalty of one RTT

• Instead, how about sending request (e.g., HTTP GET) 
immediately with first packet?

• Need to deal somehow with stale connection problems 
that 3-way handshake was meant to handle

• Implement and measure how much this improves 
performance in practice
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Latency-optimized 
replica placement

• You have servers in a bunch of datacenters; they can be 
quite close or various degrees of very far away.

• If you want fast, dependable storage, how do you optimize 
it for this scenario?

• e.g., a quorum system needs to contact certain sets of 
nodes to complete operations.  You have some flexibility in 
what these sets are; how can you pick them best?
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Mine the NANOG list

• NANOG mailing list frequently discusses Internet failures 
as they happen

• Mine the list archives: What kind of failures are most 
common?  What are the causes?

• Correlate with anomalies in Route Views data (logs of 
updates from real Internet routers)

• A good launching pad for future research questions

42



New projects added 
Tuesday Sep. 1
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Optimally hierarchical 
distributed systems

• Distributed systems frequently hierarchical: some set of 
nodes are picked for greater responsibilities (e.g., content 
distribution systems, Skype, distributed hash tables)

• Larger set of these “superpeers” brings more capacity 
(good) but potentially greater overhead and worse service 
quality (bad!)

• How do you balance these tradeoffs optimally?  (e.g., if n 
superpeers incur log(n) overhead factor, and you know the 
distribution of node capacities, what is the optimal set of 
superpeers?)
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emailfs

• We use email a lot like a filesystem

• Admit it, and design an email system that has 
the best of both worlds. Compared with 
email,

• avoid explicit duplication of content

• integrated versioning of files?

• ideas from distributed filesystems to deal 
with large files?
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Incentive compatibility 
of congestion control

• What congestion control schemes are both 
efficient and incentive compatible?

• Intermediate problem: convergence with 
feedback effects

• Simulate these effects using ns2 or similar 
packet-level evaluation, working with 
Brighten and coauthors
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Announcements 
reminder!

• Reminder: email me your name/email/
background

• Slight change in office hours this week: 
10-11a.m. (instead of 10:30-11:30) 

• Readings on web site (www.cs.illinois.edu/~pbg/
courses/cs598fa09/)

• Cerf & Kahn, Clark paper reviews due 
before lecture Tuesday

• See you next week!
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