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DoS in the real world

Source: Arbor Networks

Disclaimers:

® Survey of |l network operators, not direct
measurement
e Arbor sells network security solutions :-)



DDoS 1s frequent and can be big
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Types of attacks

Largest Observed Attack Vectors
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DDoS defense

Survey Respondents
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DDoS Mitigation Tools Used /\
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DoS in context

Survey Respondents
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Most Significant Operational Threats

. DDoS Attacks Toward Customers
Botted/Compromised Hosts on Network

" Infrastructure Outages Due to DDoS Attacks

. New Vulnerabilities

L] Undercapacity for Bandwidth

B infrastructure Outages Due to Failures
. DDoS Attacks Toward Services
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