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DoS in the real world

Source: Arbor Networks

Disclaimers:

• Survey of 111 network operators, not direct 
measurement

• Arbor sells network security solutions :-)



DDoS is frequent and can be big
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Overview

Arbor Networks®, in cooperation with the Internet operational security community, has completed the sixth edition of an ongoing
series of annual operational security surveys. This survey, covering roughly a 12-month period from October 2009 through
September 2010, is designed to provide industry-wide data to network operators. This data is intended to enable more informed
decisions about the use of network security technology to protect mission-critical Internet and other IP-based infrastructure.
The survey output serves as a general resource for the Internet operations and engineering community, recording information
on trends and employment of various infrastructure security techniques. It also provides the direct observations, insights and
anecdotal experiences of respondents that may be of value to others.

Operational network security issues—the day-to-day aspects of security in commercial networks—are the primary focus of survey
respondents. As such, the results provided in this survey are intended to more accurately represent real-world concerns than
theoretical and emerging attack vectors addressed and speculated about elsewhere.

Key Findings

Network Operators Face Larger, More Frequent Attacks as Attackers Redouble Their Efforts
After a respite in the growth of packet-flooding DDoS attack bandwidth during the 2008 to 2009 survey period, attackers have
moved aggressively over the current survey period to dramatically increase attack volumes—for the first time launching DDoS
attacks breaking the 100 Gbps barrier. This represents a 102 percent increase in DDoS attack bandwidth since the previous
survey period and a staggering 1000 percent increase since Arbor released the first Worldwide Infrastructure Security Report
(WISR) in 2005. Figure 1 illustrates the yearly reported maximum attack size.

Application-Layer DDoS Attacks Are Increasing in Sophistication and Operational Impact
IDC and mobile/fixed wireless operators in particular are reporting significant outages, increased OPEX, customer churn and
revenue loss due to application-layer DDoS attacks. These attacks are targeting both their customers and their own ancillary
supporting services, such as DNS, Web portals, etc.
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Sixty-five percent of respondents reported that the highest-bandwidth DDoS attack they experienced during this survey
period was directed at their end customers, while 26 percent reported that their own ancillary support services such as DNS
and Web portals were targeted (Figure 14). Eight percent indicated that their own network infrastructure was the target of
the highest-bandwidth attack they experienced.

As shown in Figure 15, 47 percent of respondents indicated that they experienced 1 to 10 DDoS attacks per month during
the survey period, while an additional 47 percent experienced 10 to 500 or more DDoS attacks per month.
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Figure 14
Source: Arbor Networks, Inc.
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Source: Arbor Networks, Inc.



Types of attacks

[2009 data]
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Attack Vectors

Respondents were asked what attack vector was employed for the largest attack they observed over the past 12 months, with
responses as provided in Figure 6.

Flood-based attacks remain the most predominant attack vectors reported in the survey, accounting for nearly half of the vectors
employed in the largest observed and reported attacks. Many of the respondents mentioned again this year that they are seeing
an increase in application-based attacks aimed expressly at triggering back-end transaction activity and resource state:

- The respondents note that the application-level attacks, while not the largest in traffic volume, are some of the most
sophisticated and operationally significant attacks they have observed year-over.

- When asked if they have observed any trends in attacks moving from brute-force to more complex attacks over the
past year, 58 percent of the respondents indicated they have observed such trends. Brute-force attacks against DNS,
Secure Shell (SSH) and Hypertext Transfer Protocol (HTTP) are the most common attack types cited in this category.
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Top security concerns for the next twelve months (Figure 9) include attacks against end customers; attacks against operators’
ancillary support services such as DNS and Web portals; attacks directed at operators’ network infrastructure devices; botnet
activities, which include DDoS attacks; and, interestingly, new vulnerabilities.
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Layer 7 DDoS Attacks

SMTP OtherDNSHTTP HTTPSSIP/VoIP

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Su
rv

ey
R

es
po

nd
en

ts

Figure 8
Source: Arbor Networks, Inc.
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DDoS defense
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Attack Mitigation Techniques and Average Time to Mitigate

As in previous reports, despite their functional and operational limitations, ACLs continue to be the single most widely used tool
to mitigate DDoS attacks (Figure 21). Intelligent DDoS mitigation systems (IDMS) such as the Arbor Peakflow SP Threat
Management System (“TMS”) and the now-discontinued Cisco Guard are the second most widely used mitigation mechanisms.

A full 50 percent of respondents indicated that D/RTBH is still in common use—despite the fact that D/RTBH blocks all traffic
to the target and essentially completes the DDoS for the attacker, penalizing the attack victim.

Other techniques utilized by respondents include custom-coded application-layer classification tools and GeoIP-based blocking
of attack traffic purportedly emanating from specific geopolitical localities.

No respondents this year indicated that QoS is still in general use as an attack mitigation technique for inbound DDoS attacks.
Rate-limiting inbound traffic to attack targets invariably has the unintended side effect of enabling programmatically generated
attack traffic to “crowd out” traffic from legitimate sources.

Fifty-one percent of respondents indicated that they are able to successfully mitigate DDoS attacks within 20 minutes (Figure 22,
page 19), a marked improvement over previous years. Fourteen percent indicated mitigation times in excess of 30 minutes, while
another 14 percent reported that they mitigate attacks automatically, presumably in near real time.
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Figure 21
Source: Arbor Networks, Inc.
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DoS in context
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Several questions were added based upon suggestions by respondents to a previous survey, or as a result of direct feedback
from one of the many polled network security or operations forums from which survey review was expressly solicited.

Arbor Networks intends to continue conducting this survey annually, and sharing the results with the global Internet security
and operations communities. Our goals are: 1) to continually refine the questionnaire in order to provide more timely, detailed
and relevant information in future editions; and 2) to increase the scope of the survey respondent pool to provide greater
representation of the global Internet network operations community.

Most Significant Operational Threats

Sixty-eight percent of respondents indicated that DDoS attacks toward end customers were a significant operational threat
encountered during this 12-month survey period (Figure 7). Interestingly, 61 percent also identified misconfigurations and/or
equipment failures as contributing to outages during the survey period. Botnets and their unwanted effects (including DDoS
attacks) were rated highly, as were DDoS attacks targeted at operators’ ancillary support services, such as DNS, Web portals
and email servers. Spam and VoIP-related attacks were also included in the “Other” category.

With regards to application-layer attacks (Figure 8, page 11), respondents listed HTTP, DNS and SMTP as the most-frequently
targeted applications, with SIP/VoIP and HTTP/S coming in at fourth and fifth place, respectively. Our anecdotal experience
working with operators over the last year indicates that: 1) attacks against the reputation of individual email senders, known as
“joe jobs,” are on the increase; and 2) both SMTP servers and commercial anti-spam systems have suffered serious losses of
availability due to these incidents.

Targeted applications in the “Other” category include SSH, online gaming, FTP, Telnet, RDP, SQL databases, IRC, PHP and
TCP port 123.
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Figure 7
Source: Arbor Networks, Inc.


